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Mission-critical collaboration

A single platform for governments worldwide to securely

communicate, collaborate, and manage operations.
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Received - Supsected Phishing Attempt Security Incident #4281

suspicious-email.eml Suspected email phishing attempt detected

@ OBBL

Delivered-To: alex.rodriguez@organization.com
Received: by 2002:a67:d292:0:0 0 with SHTP id 218cspd395297
Wed, 11 Aug 2021 09:10:59 -0700 (PDT)
X-Google-Smtp-Source: ABAhPIwl7nY+9mpAWrdlqUguzXsioxCL6QrVvhnpa
with SMTP id 016mr27063263v; 50 min Post update
59 -0700 (PDT)

Checklists

Triage

Investigate if any users compromised

? Alex Rodriguez
o

I've confirmed the URL wasn't opened, so we are good to block the domain in the proxy @ Leonard Riley
and filter.

Block the domain i the proxy

@ PlaybookBot sor

Alex checked off checklist item Investigate if any users compromised @ LeonardRiey
Alex changed the owner to @Leonard Riley
Alex assigned checklist item Block the domain in the proxy to @Leonard Riley Add the domain to the filters

Alex assigned checklist item Add the domain to the filters to @Leonard Riley @ Leonaraniey

Submit security resolution report

@ - run ssubmicreport -department

Key benefits

Data sovereignty & security Efficiently execute prescribed

processes
Maintain complete control over
your data. Deploy on-premises or Customize workflows with
in a private cloud. Employ granular digitized checklist-based action
access controls and secure guest and integrated communication.
accounts.
Align teams, tools, and Modernize operations
processes

Transform the way your teams
Connect geographically communicate by delivering digital
distributed team members, tools, workflows at scale.

and processes.

Government agencies are under constant
pressure to do more with less. Mission-
oriented organizations need innovative
ideas, teamwork, and alignment around
shared goals.

Mattermost is a secure digital collaboration
hub that helps government teams achieve
mission success more reliably and quickly
by providing a comprehensive real-time
operational picture. Bring together mission-
critical data, tools, teams, and mission
partners into a single platform for decisive
action and precise outcomes.

Secure mobile comms

Replace personal messaging
apps with secure mobile
communication solutions
purpose-built for national security
operations.

Improve cross-group
collaboration

Work with stakeholders across
organizations with interoperable
communications between
Mattermost and Microsoft Teams.




@ Mattermost

Why governments choose Mattermost
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Security and privacy

Deploy on-premises orin a
secure cloud for full control
over data and security.

Process discipline

Make processes repeatable
and outcomes predictable
with Playbooks.

Flexible licensing

Use a single licensing
mechanism to cover multiple
networks with a single

Get up and running quickly

Leverage a rich partner
network of qualified systems
integrators.

A .
¢

U.S. AIR FORCE

U.S. Air Force uses Mattermost
to accelerate mission planning
and save fuel costs

collaboration platform.

CHALLENGES: With a highly distributed team and heavy
compliance and security demands, sharing essential
communication and documents across the Department of
Defense (DoD) can become a significant challenge.

SOLUTION: USAF deployed Mattermost on-premises,
maintaining complete data sovereignty while ensuring
that no third parties could access DoD data, enabling
organizations to share information, ask questions, and
collaborate securely.

RESULTS: USAF flight crews have flight plans and mission
information available for review on their personal mobile
devices up to 2 hours ahead of time vs. 30 minutes when
using a paper-based system.

Our government partners
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